Honyuyenue KCKII ¢ nomombio «Macrepa nepeBbIIycKa
cepruuKaToB)»

Hns nomyuenuss KCKII mocpenctBom «Mactep mepeBbinmycka cepTHGHKATOB)» HEOOXOIUMO
3aiitn B pasgen «HoBoctu — YBenomienus» (cMm. Puc. 1) m HaxaTh KHONKY «3aMeHHTBH)» HAIPOTHB
Tpebyemoro ceprudukara. Tak e NPOBEPUTh HEOOXOAMMOCTh 3aMEHBI CEpTU(UKATOB MOXKHO B
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Puc. 1

B otkpeiBmieMcst okHe «BBoa maHHbIX ceprudukaTay HeoOxoaumo BBecth CHUJIC nuna, Ha
KOTOPOTO BBIJIaH cepTudukar, u Haxarsb «Janee». (cMm. Puc. 2)
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Puc. 2

3aTeM OTKPOETCSI OKHO C JJAaHHBIMU 110 CepTU(HUKATY, B KOTOPOM HEOOXOIMMO ITPOBEPHUTH TaHHBIE
HOBOTO cepTuduKaTa, HaxosHecs B Tabmuie (cm. Puc. 3).
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Puc. 3



Ecnmu naHHble B Tabnmuile HE BEPHBI, cleqyeT HaxaTh KHONKY «He coriacen». B atom cimydae
OTKPOETCSI OKHO, € Clexysd WHCTPYKLUSM, IIOJIb30BATENb IIONAAET Ha CTPAHUILy Y IOCTOBEPSIOLIETO
nentpa. [Iponecc nomydenus HoBoro cepTudukaTa NpoaoLKUTCS B Opaysepe.

Ecnu nanseie B Tabiuie BEpHBI, ClIeAyeT HaXKaTh KHONKY «BepHbI».

B crenyroriem okae Mactepa OyaeT oToOpakeH mpoliece noiayueHus ceprudukara (cM. Puc. 4)

Mactep nepesbinycka cepTudUKaTos ﬂ

AL
‘com| Mony4eHue HoBoro ceptudpukaTta
(M bbb b bbb bbbl
@ - ®opmupoeanue 3anpoca Ha cepTuduKaT
I @ - Ornpaeka zanpoca

- Monyyexnne ceptudonkara
- YctaHoeka cepTidiMkaTa

Ecnu NpW YCTAHOEKE NAPONA HE 2aN0NHATE Nong W

naxaTe DK, To napone ycTaHoBned we Gyger.

Puc. 4

Jlanee otkpoercsi okHO «BHOJIOrHYeCKMid JaT4YMK CciaydailHeix umcen» (cm. Puc. 5). B
mporiecce paboThl AaTyMka (TMOKa OTOOpakaeTcss WHIWKATOP BBHIMOJIHEHWS) HYXHO HaXKHMaTh
MPOM3BOJIBHBIE KIIABUINK Ha KiaBuatype (Kpome KiaBuinud [ESC) mnm JBUraTh/KIMKaTh MBIIIBIO B
Ipezesiax OkHa Aarduka. [Ipy BBITOJIHEHMH JaHHOM IPOLELYphl NPOUCXOAUT T€HEpalus Mapbl KIHYeH
(3aKpBITOTO U OTKPBITOTO) U 3aIIMCh HA KIIIOYEBOH HOCHUTE.

F A
Kpuntolpo CSP ﬁ

0:09:57
BMONOrMYecKi ASTHME CIYY3RHEIX YWCen

Y&

HaHMMEHTE KNSBMLLIA M I'IEI:IEHEIJ.I.EETE YEa3aTene
MbIlUKM Ha0 3THM OKHOM 00 TEX Nop, NOKE KNioY HE EE'II.ET
I Co30aH. ..

Alt +|

OTtmeHa

Puc. 5




Ilo oxoHwanuu pabOTHI JAaTYMKa OTKPOETCS OKHO JUII YCTaHOBKM MAapoisi Ha KOHTEHHep (cMm.
Puc. 6), B KoTopoM OyayT XpaHWUTHCS CreHEPUpPOBaHHbIC KiMo4uM U ceprudukar. Eciu Bel He xotute
yCTaHaABIMBATh MapoJib, HAKMUTE cpa3zy KHomky «OK», umu cHauana BBEAWTE Mapojb U MOATBEPIUTE
ero, a notoM Haxkmute «OK» 11 ero ycTaHOBKHU.
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Puc. 6

BAXKHO! Ecnu Bpl ycTaHOBUNIM Napojib, TO CIEAYEeT HOMHHTb, YTO MpH yTepe Mapoiid
JanpHeimas pabora B cucreMe OyneT HEBO3MOXKHA 0e3 CMEHbI KIII04eBOW MH(pOpMaluy (BHEIIAHOBOU
3aMeHbI cepTuuKaTa).

[Iponiecc momyueHust cepruduKaTa 3aBUCHUT OT 3arpy’KEHHOCTH Y JAOCTOBEPSIOILErO LIEHTPa
Oneparopa U CKOPOCTH UHTEPHETA U MOKET 3aHUMaTh BpeMs 10 5 MuHyT. He 3akpriBaiiTe OKHO MacTepa
MIOKa HE BBHITNONHSATCS Bee mard [lomyyenns HoBoro cepTudukara.

B cnyuae ommbkn na(pOpManms o Heli OyAeT moka3zaHa Ha COOTBETCTBYIOIIEM IIare.

[locme Toro, kak cepTudmKaT OyAeT IMOIydeH HEOOXOAMMO OYyIeT MOATBEPAMTH IOIyYEeHUE
ceprudukara. J[mng »storo B oTkpeBiieMcs okHe «MHpopmanus o0 KBaan@uUIMPOBAHHOM
ceprudurarte» (cMm. Puc. 7) Bel MokeTe 03HAKOMHTBCS C JaHHBIMH, Ha)kaB Ha KHOMKY «IIpocMoTpeThby,
nocie 4ero otkpoerca okHO «Coctrap ceprudmkara» (cMm. Puc. 8), B koTopom MoxHO Oyzaer
pacriedataTh KONHMIO cepTh(dUKaTa KIOYa TMPOBEPKH 3JIEKTPOHHOH TOANMCH, Ha)XXaB Ha KHOIKY
«IleuyaTnby». 3areM HeoOxomuMo Haxath «/lamee» B okHe «HHopmamusi 0 KBaJu(PUIIHPOBAHHOM
ceanq)ngaTe>> (mocrie yero OyaeT MPeIoKEeHO C/IeNaTh Pe3epBHYIO Koo ceprudukara (cM. Puc. 9). )

MacTep nepeebinycka cepTudHKaTos

EIE]IZI WHcpopmauma o keanupuumposaHHoMm cepTudpukare -
MowanyiicTa, 03HaKoMETeCk ¢ MHhopMaUuueid cofepXalleica B KEaNWULWPOBaHHOM i
ceprudukaTe.

NpocMoTpeTk

Haxmure "Oanee", 4To6kl NOATEEPAUTE COrMacHUe ¢ 3STUMKU JaHHEIMWA U OTNPABUTE
noANUCaHHbIA GMaHK KONUW cepTUgpUKaTa.

Mocne Ha¥aTHA KHONKK "danee" MoXeT NOABUTECA OKHO aBTOpH3aunn. Eeegure naponk Unu |
NWH-kopA, koTopble Bbl UCNOMNB30BAaNU HA NpeAbIAYIEM Ware co3AaHUA CepTUgMKaTA.

Puc. 7
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Cocras cepTUdUKET —

Ob6wecTBO C OrpaHHYEeHHOH OTBETCTBEHHOCTbIO "Takckom"
YaoctoBepAwwMii LleHTp
Konua ceprudmraTta Knoua NPoOBEPKH SNEKTPOHHOH MNOANHCH

CeeAsHHA O 33NPOCE HA CepTHbHKAT!
HeM sminywen:
Test650
Bepcua: 1 (0x0)
Cyboexr 3anpoca va ceprudmkar: 1.2,643,100,1 = 1113861111122, 1,2,643,100.3=11111111145, MHH = 930100305311, E=

Il test@mskiru, O = 000 BonTel n Makikk, Moagpazasnerne = none, JonwHocTe = nong, CM = Test650, ®#amunua = MNeTtpos, MiMa v oTyecTes =
Bacunui Bacuneeeny, CTpana = RU, HaceneHusii nyHkT = msk, Obnacte = 77, Aagpec = My Street
i OTHPDITDIA KNH0YE

ANropUTM OTKPBITOD KKOHE:
Hazeawne: FTOCT P 34.10-2001
Mapamerpu: 30 120607 2AB85 030202240006 07 ZA 8503 02 02 LEOL
Jnasenue: 0440 7BB4 17AF Co4B C96A 8560 13ES 1347 77B4 133E ABCS F2ZF3 6635 EZZE 62A3 37AF 0483 67FB CEFZ ABAF
E8F7 F434 5861 880E ASCS 6918 E12B FCS0 BBSD 03F6 OF5Z S75E E6GOZ
AtpubyTm 2anpoca na ceprindrar X.500
1. ATpubyT 1.3.6.1.4,1.311,13.2.3
Hazeanwe: OS5 Version
3uayenwe: 5.2.3790.2
2, ATpubyT 1.2.6.1.4,1.311.2,1.14
Hazeanue: Certificate Extensions
PacwHpeHHA cepTadmkaTa X.500
1, Pacwuperne 2,5.29.15 [KpuTHYECKoE)
Hazeanune: Key Usage
3Hz4eHne: Undposan noanuce , HeaTpekaemacTe  Whdposanne knwyed , Wndpoeanne aandex(FO)
2, Pacwwpenne 1,2,840,113549,1.9.15
Hazeanue: SMIME Capabilities
3HaseHne: [1]BozmomHocTn SMIME WMasntndmkaTop obrexkta=1,2,643.2.2.21
3, Pacwwpenne 2,5.29.37
Hazeanne: Enhanced Key Usage
3Ha4eHNE: 33WMWEHHEA 3NEKTPoHHaA noyTa (1,3.6,1,5.5.7.3.4), MNonszoeatents LUentpa Perncrpaunn, HTTR, TLS knnedT
(1.2.643.2,2,.34.6), Npoeepka noannHHoCcTH kKnuenTa (1,.3.6,1,5.5.7.3.2)
4, Pacwnpenne 2,5.29.17 [kpuThseckoe)
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Puc. 8

J1g co3panus pe3epBHOM KOMUM CIeAyeT HaXaTh KHOMNIKY «Pe3epBHas konmusy.

MacTep nepesbinycka cepTUdUKaTOR

Lr PezepBHaA KONMA KMKOYa
(Com | ;

0bazaTencHO BLINONHUTE peiepeHOe KONHPpOBAdHWE HOBOTD KNHDYa NOANKMCH.
JT0 JaWMTHT Bac ot YTEPH KNoYa NOANKHCH W3-34 NONOKMKW KOMNBOTEPRa WNH KNHOYeBOTD HOCHTENA.

@ — Bcraewte anckety, eToken unu inew-HakoNUTENb W HAXKWTE Ha KHONKY «PezepeHan Konuas;
@ — B nosewewenca ananore BEIOEPUTE ECTABNEHHBIA KNWYEE0H HOCHTENL;
@ — Ecnu BbI yCTaHOBUAN Naponb, 06A3aTeNLHO 3aNoMHKTE ero.

PezepeHan Konwa ] l

Puc. 9




Jlnist co3fianust pe3epBHOM KOMUU KITI0Ya MOJITMCH Ha BHEITHEM HOCHUTEINE CIICAYET BCTABUTh
nuckety, eToken win duent — nakonurens (cM. Puc. 10). B ciryuae, eciin HOBbIi cepTU(HKAT ObLT
yCTaHOBJICH B PeecTp, To nepen onepaiueii PesepBHOro KOMUpoBaHUS MPOrpaMMa MPEAIOKUT BCTABUTh
BHEIIHHUI HOCUTh, IIOKA3aB CJICIYIOIIee OKHO.

.
BCTaBbTE HOCUTENL Iﬁ

BecraeeTe auckeTy, eToken wnu pnew-HakonuTens.
B cnyyae oTHMEHLI KONKWA KNKWYa DYAET CO3AaHa B
HOCHTENE N0 YHONYaHHH.

Ecnu 8bl celllac He Momeme Boimasume Opyaod HocUmenh, o
MK HD QIKEZEMBCA O PEICPEH020 KONNNOSaHNA, HakKae
g DmaeRas 8 Amom & CReOINes QkHe,

OTMeHa

Puc. 10

Eciu naxaTe Ha KHOIIKY «OTMeHa» pe3CpBHAA KONHUA 6YIICT co3JaHa Ha HOCHUTCJIC IIO

YMOTYaHUIO.
st 3aBepiieHust paboThI MacTepa clenyeT Haxarh KHOMIKY «/laseey.

ONPUMEYAHUE. Ecnu npousBoautcs nonyuenue KCKII Ha ceprudukare, 10 ucreueHus cpoka
JNEUCTBUSI KOTOPOTO OCTANOCh OoJiee MATH [HEH, Torma GUHANBHBIA Imar  Macrepa MOKaXKeT
UH(OPMAIIMIO TOJBKO O CpOKax IOSIBICHUS cepTU(HKaTa B HACTPOMKax mporpammbl (cMm. Puc. 11).
Hcnonw3orats nmonmyuenusii KCKIT MoxHO OyAeT 10 KOHIIA CPOKaA €ro AeHCTBUS.

. —

MacTep nepesninycka cepTHdHKaTos

LY Knod yenewHo nony4eH! | =
[COm | i CGE

He cnegyeT ucnonk2o0eaTk HOERIA cepTUdiMKaT KNo4va AnA caayvn ot4eTHocTM B OHC u NOP cpazy nocne
NONY4eHUA, T.K. PETUCTPALUMA HOBOTO cepTH(HKaTa B KOHTPONMUPYIOWWX OPraHax MOXKET 3aHWKMaTb HECKONbLKO BHEeR.
Hoebld cepTHPHKAT pEKOHMEHAYETCA UCNONL30BATE Yepes: 2-3 padodyKx BHA NocCne NONYYeHHUA.

B cny4ae ecnu oT4eTHOCTL OyAET OTNPAaBNEHa A0 3aBepWEHUA PETMCTPaLUMK CePTUHUKATa B KOHTPONMMPYOWE K
oprane, Bul nony4uTe oTpULATENLHLIA NPOTOKON NPOBEPKK.

Cxrena perucTpauMu cepTHHKATOR B KDHTPONMPYID WM OpPraHax

MonyqeHre cepTrdukaTs PemcTpauma cepTumkaTa OOpaboTka faHHER O AETOMSTMUECKSA HACTROMAKS
B ¥BOCTOESR AN WEM UEHTRE Ha cepeeps MEHC [PE M TREALMM MpoREMMHo D oBecneYeH A
- - - -

225 MWHYT 10 3-x pabodm: gHel 30 MMHYT npu sanycke Mo
Jakpuith
Puc. 11

Jns 3aBepiieHus padoTel Mactepa cieayeT HaxaTh KHOIIKY «3aKpbIThy. (cM. Puc. 12)



MacTep nepeeninycka cepTudukaTos ﬁ

LY Koy yenewHo nonyYeH!
com| Y RO

Hoeblit knwoy noaeuTcs aeToMatnyecky Yepes 2030 MuHYT Nnocne nepezanycka NporpamMubl.

3aKphiTh

Puc. 12



